SYGESSN
laso - Al Support Assistant for
SAP® Integration Suite

Solution Demo

laso monitors SAP Cloud Integration for failed messages. Each failure is analyzed by models
deployed in the customer's own SAP Al Core instance: root cause in plain language, a suggested fix,
severity and category. Every resolution is retained and retrieved when a similar failure occurs again.
This document walks through the main capabilities.

Operations overview

KPIs and clickable breakdowns for open incidents by severity, by category, and failing flows over the last 7
days. Selecting a chart segment opens the filtered work list.
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Recent failures.

Integration Flow Severity Category Al Root Cause Tenant Status Failed at cPl

A Groovy script in the
Bank_Statement_Import iFlow
Bank_Statement_Import O HIGH SCRIPT references an undefined property  Primary Open 12 lip 2026, 12:34:27 @
‘partnerld at line 51, causing a
MissingPropertyException.
The client certificate used for
authentication to the Salesforce
AUTHENTICATION endpoint has expired, causing an  Primary Open 12 lip 2026, 12:34:26 @
SSUTLS handshake failure
during the connection attempt.

SalesOrder_SAHANA to_Salest @ 1y
orce

The Salesforce API receiver
system rejected the request due

SalesOrder_SAHANA.to_Sales! @ pigH EXTERNAL_SYSTEM to exceeding the rate limit of 500 Primary Open 121ip 2026, 12:34:26 @
calls/minute ing HTTP 429
Too Many

EmployeeSync_SuccessFactors € HIGH MAPPING ‘:’ Primary Open 121ip 2026, 12:34:25 @
message mappi
The inbound payload is missing
the mandatory UnitPrice field
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Every failure, already triaged

Each failed message with severity, category, a one-line root cause, assignment and resolution status, across

one or several Cloud Integration tenants.

= 1as0 Al support & resolution assistant for SAP Integration Suite & C &

@ Ovenvi < Incidents

A Incidents Text v Search iflow, root cause. Q @ Open Resolved & Assigned to me Severity Al v Sortby Failedat

2 Knowledge Base Integration Flow Severity Category Al Root Cause Tenant Resolved Assigned To

" 3 A Groovy script in the
[ Diagnostics. Bank_Statement_Import
Bank_Statement_Import €@ HIGH SCRIPT ﬂz:ﬁﬂ:’:’::: :;
@ Settings ‘partnerld" at line 51, causing
a MissingPropertyException.
The client certificate used for
authentication to the
SalesOrder_SAHANA to_Sa Salesforce endpoint has
lesforce o ATENTICATION expired, causing an SSL/TLS
handshake failure during the
connection attempt.

The Salesforce AP receiver
system rejected the request
due to exceeding the rate
limit of 500 calls/minute,
returning HTTP 429 Too
Many Requests.

‘The XSLT transformation
XSLT_Employee' is
referencing an undeclared
variable ‘vat-rate’ atline 46, Primary Open
indicating a missing or

unmapped source field in the

message mapping.

Primary Open

Primary Open

SalesOrder_S4HANAto_Sa @ iy

EXTERNAL_SYSTEM
lesforce

Primary B radostawucinei@ygeon.o

EmployeeSync_SuccessFac
Tors Q HIGH MAPPING

The inbound payload is
missing the mandatory
UnitPrice field required by
QHIGH MAPPING the message mapping. Primary Open
MM_Employee to create the
target element /Document/
Items{7)Price.

The SuccessFactors
integration endpoint (htps://
erp-prod.acme-corp.com/api/

‘E;:’s"“’y"s"""-s"m“m QHIGH EXTERNAL_SYSTEM m’;““’h’g S[‘:;’c::‘mr 7,

window, indicating a network

connectivity or receiver
system performance issue.

The client certificate used for

authentication to

EmployeeSync_SuccessFac
tors

Primary Open

Bank_Statement_Import © HIGH Primary Open

has
expired, causing an SSUTLS
handshake failure.

Al root cause analysis and suggested fix

@® C & PolCPinow

Failed At

12 lip 2026, 12:34:27 >
121lip 2026, 12:34:26 >
12.ip 2026, 12:34:26 >
12 lip 2026, 12:34:25 >
12 lip 2026, 12:34:25 >
12 lip 2026, 12:34:24 >
12 lip 2026, 12:34:24. >

Root cause in plain language, a concrete suggested fix, severity and category, produced by a model deployed
in SAP Al Core. laso reads message headers and error information through the Cloud Integration OData API,

never payloads.

= 1as0 Al support & resolution assistant for SAP Integration Suite ¢ G &
0w < Backtoincidents @ anthropic--claude-4.5-haiku v 3 Re-analyze & Assign tome ! (£) Add note
A Incidents
SalesOrder_S4HANA_to_Salesforce
2 Knowledge Base CONNECTIVITY
CPI Monitor: Open in new tab Status: Open Tenant: Primary
% Diagnosti
v ad Severity: € HIGH Assigned: Unassigned
B Setings

v AlAnalysis

Root cause:  DNS resolution failure for the Salesforce API endpoint (edi. i ting the integration runtime from reaching the target system.

Suggested fix:  Verify that the Salesforce PROD endpoint (edi.dsv-gateway.net) is reachable and resolvabe from the integration runtime network, Check with your network team for DNS resolution issues or

firewall rules blocking outbound connectivity. Re-send the message once connectivity is confirmed.
Keywords:  UnknownHostException, DNS resolution failure, edi.dsv-gateway.net, Salesforce connectivity, scriptl. groovy line 12, network unreachable
Analyzed with:  anthropic--claude-4.5-haiku
Analyzed at: 12 lip 2026, 12:35:44
Altokens: 929

v Error details

Message GUID: ~ AGpTbaQ03QOhefc4VRBRIgSBOU.r
Ticket:  (not linked) 2

Correlation ID: ~ AGpTbaRClaaK9yBPzUe56Q12u-Ka
CPistatus: FAILED
Business context:  Customer: Initech Ltd Orderld: SO-868939 Scenario: CONNECTIVITY TargetSystem: Salesforce PROD

Error information: ¢
itat An error occured: java.lang. Exception:

Name or

© service not known(@ line 12 in scriptl.groovy.
© The MPLID for the failed message is : AGpTbaQ03QOhefcdVRBRIgSBOUJr

v Similar incidents & known solutions
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Resolution memory: vector search over past incidents

Error texts and Al summaries are converted to vector embeddings (embedding model in SAP Al Core) and
stored in SAP HANA Cloud. A new incident retrieves the most similar past incidents and knowledge base
entries by vector similarity, and their proven resolutions are shown next to the analysis (retrieval augmented
generation).

= [@W1as0  Alsupport & resolution assistant for SAP Integration Suite & C &8
& oisaen < Incident ¢ Backtoincidents @  anthiopic-claudedShaku v {3 Reanslze @ Assgntome B () Addnote
A ncdons Message GUID: - AGPTbaQ03QOhefc4VRBRIGSBOUr
O Knowledge Base Tieket:  (not linked) 2
"y Ka
[ Diagnostics. CPIstatus:  FAILED
Business context: ~ Customer: v PROD
£ Settings Eror information: &
Service not known@ line 12 in scriptL groovy.

v Similar incidents & known solutions

Similarity ~ Source. iFlow / KB Root cause / problem Resolution / solution

94% incident Warehouse_Stock_Levels. by
network connectivity issue.

AGmwyserlpt(smﬂl.ywvy)nlﬁnlzwrﬂ

an exception due to a DNS resolution failure

Uk ception) for the host Confirmed the target endpoint was reachable
°“"‘ ssage 3

94%  incident Warehouse_Stock_Levels Monitor.

network.
The external SI4HANA PROD system (edidsv-
93% incident MaterialMaster_Replication gateway.net) rejected the request due to APl rate o ooivaor added

Uniting (429 Too Mary Requests), exceading the
250 calls/min

When Who Note Resolution

Brak danych

Semantic search

Search by meaning: a query such as “cannot reach the receiver system” returns connection and DNS failures
ranked by similarity, even when the wording differs.

Semantic results for: cannot reach the receiver system
25 incidents ranked by meaning (not exact words). Click one to open it.

Integration Flow AlRoot Cause

“The receiver system returned an HTTP 500
Internal Server Error, indicating  backend syste...

Warehouse_Stock_Levels el A ke A

The EOI i
Shipment_EDI_Notifications unreachable due to a DNS resolution failur...

. The DI
Shipmere EDL NodRcatiors mpiers e con e 1o ONS resoloton ..

. The DI
Shipiment:E0L Nothications Cannotbe resaeed by the DNS senvie, ncatn .

‘The receiver system (Salesforce API) the

rejected
MaterialMaster_Replication mmdu.hm&gummmlmn of 25...

The EDI
Shipmerk_EDI_Notfications cannot be resolved, mmu a DN failure or...

T DTGty ecsbes BB G
Shipment_EDI_Notiications rejcted the request with HTTP 429 becasse the...

DN resolution failure for the external endpoint
Warehouse_Stock_Levels ‘edi.dsv-gateway.net'is preventing network...

‘The target EDI Gateway B (Anb- Shipment
Shipment_EDI_Notifications. AP 16 oerllitla e 0

Too Wavs et ey o el )
SHETSICEDLNINEND unavailable due to scheduled maintenance,

§§§1§19¢%

SalesOrder_S4HANA _to_Salesforce

d
f
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Find the failure the business reports

A failed message can be located by order number, message GUID or correlation ID from the business context
headers.

= @B laso  Alsupport & resolution assistant for SAP Integration Suite & G a
@o < Incidents
A Incidents et v Iscnwmq x Ql[ AU ] Open  Resotved | B Assgdioma Severty Al v Sorby faiedst v @ C & PolCPinow
2 Knowledge Base Integration Flow Severity Category Al Root Cause Tenant Resolved Assigned To Failed At
The clent certficate used for
[ Diagnostics authentication to the
E"""""’—S‘W—S’ QHIGH :’f‘“’“""‘_‘“"‘"‘“m Primary Resolved 121ip 2026, 12:34:26 5
@ Settings handshake failure during the
attempt.

Resolve once, close the duplicates

Resolving an incident proposes its open near-duplicates, same integration flow first. One confirmation applies
the same resolution note to all selected incidents.

Similar open incidents

Al Root Cause Failed at

®

‘Client certficate used for
Salesforce API authentication... IR A

Client certiicate used for

authentication to edi.dsv-... ALofcae U520
The client certficate CN=acme-
integration used to...

Clent certiicate used for
connecting to the WMS...

The clent certficate used for ]
mutual TLS authentication to... e D
b il el 1107.2026, 17:55:03

The TLS certficate chain for
the S akestoice 4o (o 11.07.2026, 17:55:12

11.07.2026, 17:54:10

11.07.2026, 17:54:39

SSUITLS certficate validation
failed due to an invalid or.. Lo et

The source system (SAP ERP : 8
OData endpoint) faled to... SgTane s

An SSUTLS handshake failure "
occurred because the... 11.07.2026, 17:54:15
The JVM truststore in SAP

Integration Suite does not...

expired on zmmmlj 11.07.2026, 17:54:49

12.07.2026, 12:34:15

(SHSHSHSHSHSHSHSHISHCHS) S
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Ownership

Incidents can be assigned to operators, the list can be filtered to the current user, and each incident has a
shareable deep link.

Cost control and diagnostics

A weekly Al spend budget with a hard stop, per-incident retry caps, role-based access (Viewer, Operator) and
connection health diagnostics.

= @ 1aso  Alsupport & resolution assistant for SAP Integration Suite

@ Overview
A incidents
[ Knowledge Base
C% Diagnostics.

& Settings

< Diagnostics

C Refresh

Session

Signedinas:
Operator permissions:

Al engine

radoslaw.rucinski@sygeon.com
Yes (can resolve, edit, analyze)

Al provider:

Model for analysis:

Embedding provider:

Model

SAP Al Core (bound)
anthropic--claude-4.5-haiku
‘SAP Al Core (bound)

Estimated weekly spend:

Incident health

309201520 g

Total incidents:

Open (unresolved):
Waiting for Al analysis:
Stuck (hit attempt cap):

CPI connections

CPI_API

Yes

Last polt

12.07.2026, 12:43:41

anthropic--claude-4.5-haiku
anthropic--claude-4.6-sonnet

gemini-2.5-flashite

B

Fid

313

Tokens in Cost USD
240886 0,580477

44799 0,332720
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Runs entirely in the customer's SAP BTP subaccount

Standard MTA deployment. Read-only, least-privilege access to the Cloud Integration API through the
Destination services; incidents and embeddings in SAP HANA Cloud; Al through models deployed in the

customer's SAP Al Core.

laso — Al Support Assistant for SAP Integration Suite

Mobile/Deskiop
Application Clients

~
Subaccount
Mutti-Cloud
User Interface
& @ swus a0 core s
4 @ Fiori Elements @ SAP Integration
HTML5 App @  CAP Senvice (Node js) € Suite
Reposiony 4P et Applewion & G, :
| Programming Model (CAF) 3 @ Cloud Integration — OData
AT Error Trage SAP Destination AP (read-only)
=B Service
; Incidents & Notes
Application Resolution Memory ——>(Harmenized APT)
Router
Gt "@: ) CPI Poller (read-only)
SAP Authorization and
Trust Management service
‘Appiication Plan
Bz SAPAICore
Foundation Model Access
SHP
Foundation Models
SAP hosted
% SAPHANA Cloud
Incidents (RAG)
Knowledge Base
A
=
20260712

Sygeon * laso soluf

fion archites

ligned with SAP Architecture Center references (Generative Al on SAP BTP. A2A Integration)

laso is developed by Sygeon and runs entirely within the customer's SAP BTP landscape.

Contact: radoslaw.rucinski@sygeon.com - www.sygeon.com

SAP and SAP Integration Suite are trademarks of SAP SE. laso is a solution of Sygeon and is not a product of SAP.
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